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1. EXECUTIVE SUMMARY

Project Overvizew

Averox Business Solution was engaged by the Federal Inland Revenue Service (FIRS) to
conduct comprehensive web application security testing and secure code reviews for
LOT 6 of the National Single Window (NSW) Project. This assessment was conducted
between September 2025 and November 2025, focusing on identifying security
vulnerabilities in the NSW web applications and evaluating the implementation of
secure software development lifecycle practices.

Key Findings Summary

Our comprehensive assessment of the NSW web applications revealed a total of 47 security
vulnerabilities across various severity levels:

® Critical 3 6.4%
High 8 17.0%
Medium 2] 44.7%

® Low 15 31.9%

Critical Vulnerabilities Discovered

= SQL Injection in Trade Declaration Module: Critical vulnerability allowing unauthorized
database access

= Authentication Bypass in Admin Panel: High-risk vulnerability enabling unauthorized
administrative access

= Cross-Site Scripting (XSS) in User Dashboard: Stored XSS vulnerability with potential for
session hijacking

Overall Security Posture Rating

Security Posture: MODERATE RISK

The NSW web applications demonstrate a moderate security posture with significant
room for improvement. While the overall architecture follows security best practices,
critical vulnerabilities in authentication and input validation require immediate attention
before production deployment.
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High-Level Recommendations

1. Immediate Action Required: Address all critical and high-severity vulnerabilities before
system deployment

2. Implement Comprehensive Input Validation: Deploy robust input validation across all
user input points

3. Strengthen Authentication Mechanisms: Implement multi-factor authentication and
session Management improvements

4. Enhance SSDLC Integration: Integrate security testing throughout the development
lifecycle

5. Compliance Alignment: Ensure full compliance with NDPR and Nigerian National
Cybersecurity Policy

2. INTRODUCTION
2.1. Project Background

The National Single Window (NSW) project represents a transformative initiative by the
Federal Government of Nigeria, implemented through the Federal Inland Revenue Service
(FIRS), to streamline trade processes and enhance operational efficiency. The NSW system
serves as a centralized platform where traders and government agencies can submit
standardized information and documents to fulfill all import, export, and transit-related
regulatory requirements.

As part of the comprehensive security assessment framework, LOT 6 focuses specifically on
web application security testing and secure code reviews, ensuring that the NSW platform
meets the highest security standards required for handling sensitive trade and financial
data.

2.2. Objectives of LOT 6

The primary objectives of this assessment include:

=  Frontend Security Assessment: Comprehensive evaluation of client-side security
controls and user interface vulnerabilities

= Backend Security Assessment: In-depth analysis of server-side security mechanisms
and APl endpoints

=  OWASP Top 10 Vulnerability Testing: Systematic testing against the most critical web
application security risks

= Cross-Site Scripting (XSS) Testing: Detailed assessment of XSS vulnerabilities across all
user input points

= SQL Injection Testing: Comprehensive testing for SQL injection vulnerabilities in
database interactions

= Secure Code Review: Static and dynamic analysis of application source code to identify
security flaws

=  SSDLC Compliance: Assessment of secure software development lifecycle
implementation
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2.3. Scope of Assessment

The assessment scope encompassed the following components of the NSW system:

Primary interface for trade

declarations and document Black-box and Gray-box

Trade Declaration

Portal o testin

submission 9
Administrative Backend managgment interface White-box and code review
Dashboard for system administrators
User Management Authentication and Comprehensive security
System authorization modules testing
Paymen.t Gateway Thlrd—party payment processing AP security assessment
Integration interfaces
Document File upload, storage, and File security and validation
Management System retrieval mechanisms testing

2.4. Testing Timeframe and Milestones

The assessment was conducted over a 12-week period from Septemlber to November 2025:

= Week 1-2: Environment setup, initial reconnaissance, and testing preparation
= Week 3-6: Automated and manual web application security testing

=  Week 7-9: Static and dynamic code analysis

=  Week 10-11: Vulnerability validation and remediation testing

= Week 12: Report compilation and final presentation

2.5. Team Composition

The assessment was conducted by a team of certified security professionals:

= Project Manager: Adebayo Okunola, CISSP, PMP -12 years experience in cybersecurity

= Lead Security Consultant: Kemi Adeyemi, CISSP, CISM - 10 years web application
security

= Senior Penetration Tester: Ibrahim Mohammed, CEH, OSCP - 8 years penetration
testing

= Code Review Specialist: Funmi Oladeji, CSSLP, GWEB - 9 years secure code review
= Compliance Analyst: Chidi Okafor, CISA, ISO 27001 LA - 7 years regulatory compliance
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3. METHODOLOGY
3.1. Web Application Security Testing Approach

Our web application security testing methodology follows industry best practices and
international standards, incorporating both automated and manual testing techniques:

3.1.1. Testing Phases

= Information Gathering: Reconnaissance and application mapping

= Vulnerability Discovery: Automated scanning and manual testing

= Exploitation: Proof-of-concept development for identified vulnerabilities

= Post-Exploitation: Assessment of potential impact and data exposure

* Reporting: Comprehensive documentation of findings and remediation guidance

3.1.2. Testing Categories

= Authentication Testing: Login mechanisms, session management, password policies
= Authorization Testing: Access controls, privilege escalation, role-based security

= Input Validation Testing: SQL injection, XSS, command injection, file upload
vulnerabilities

= Configuration Testing: Security headers, SSL/TLS configuration, error handling
= Business Logic Testing: Workflow vulnerabilities, race conditions, transaction integrity

3.2. Secure Code Review Methodology

The secure code review process employed both static and dynamic analysis techniques:

3.2.1. Static Application Security Testing (SAST)

= Automated source code analysis using industry-standard tools
= Pattern-based vulnerability detection

=  Compliance with secure coding standards (OWASP, SANS)

= Third-party library vulnerability assessment

3.2.2. Manual Code Review

= Line-by-line analysis of critical security functions
= Business logic review and threat modeling

= Cryptographic implementation assessment

= Error handling and logging evaluation
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3.3. Tools and Technologies Used

Web Application Scanner Burp Sl.me 202432 Com.pre.henswe vyeb .
Professional application security testing

Vulnerability Scanner OWASP ZAP 214.0 Automated vulnerability
discovery

Static Analysis SonarQube 99 LTS Stat|p code analysis and
quality assessment

Dynamic Analysis Checkmarx SAST 940 Sourge code vulnerability
scanning

Manual Testing Custom Scripts N/A Targeted vulnerability

exploitation

3.4. Testing Standards and Frameworks

3.4.1. OWASP Top 10 2021
Our testing methodology comprehensively addresses each category of the OWASP Top 10:

AO01:2021 - Broken Access Control

A02:2021 - Cryptographic Failures

A03:2021 - Injection

A04:2021 - Insecure Design

A05:2021 - Security Misconfiguration

A06:2021 - Vulnerable and Outdated Components
AQ7:2021 - Identification and Authentication Failures
A08:2021 — Software and Data Integrity Failures

© NN NN

. A09:2021 - Security Logging and Monitoring Failures
10. Al0:2021 - Server-Side Request Forgery

3.4.2. SSDLC Framework
Assessment of secure software development lifecycle implementation based on:

=  Microsoft Security Development Lifecycle (SDL)
= NIST Secure Software Development Framework (SSDF)
=  OWASP Software Assurance Maturity Model (SAMM)
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3.5. Risk Rating Methodology

Vulnerability risk ratings are assigned using the OWASP Risk Rating Methodology,
considering:

Risk Level Likelihood Overall Risk

Critical High High Immediate remediation required
High Medium-High  Medium-High  Remediation within 30 days
Medium Medium Medium Remediation within 90 days

o Low Low Low Remediation as resources permit

4. WEB APPLICATION SECURITY TESTING
RESULTS

4.1. Frontend Security Assessment

The frontend security assessment revealed several areas of concern related to client-side
security controls and user interface vulnerabilities:

Key Findings - Frontend

= Content Security Policy (CSP): Missing or inadequate CSP headers detected across
multiple pages

= Client-Side Validation: Reliance on client-side validation without server-side verification

= Sensitive Data Exposure: AP| keys and configuration details exposed in JavaScript files

= Cross-Origin Resource Sharing (CORS): Overly permissive CORS configuration

4.2. Backend Security Assessment

Backend security testing focused on server-side vulnerabilities, AP| security, and database
interaction security:

Key Findings - Backend

= API Security: Insufficient rate limiting and inadequate authentication on REST
endpoints

= Database Security: SQL injection vulnerabilities in trade declaration processing
= Session Management: Weak session token generation and inadequate session timeout
= Error Handling: Verbose error messages revealing system information
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4.3. OWASP Top 10 Vulnerability Testing Results

OWASP Category Vulnerability Type Risk Level

AOT1 - Broken Access Insecure Direct Object

Control References High Confirmed
AOT1 - Broken Access Missing Function Level Medium ] Confirmed
Control Access Control

AQZ - Cryptographic Weak Password High 5 Confirmed
Failures Storage

AQO3 - Injection SQL Injection ® Critical 4 Confirmed
AO3 - Injection Cross-Site Scripting High 8 Confirmed

(XSS)

AQS - Se.curlty. Missing Security Medium 6 Confirmed
Misconfiguration Headers

AOG - Vulnerable O_utda_ted JavaScript Medium 5 Confirmed
Components Libraries

AQ7—Authent|cat|on Weak Session High 1 Confirmed
Failures Management

4.4, Cross-Site Scripting (XSS) Testing

Comprehensive XSS testing revealed multiple vulnerabilities across different application
components:

4.4.. Stored XSS Vulnerabilities
Location: User Dashboard - Profile Comments Section

Description: The application fails to properly sanitize user input in the profile commments
field, allowing malicious scripts to be stored and executed for other users.

Payload: <script>alert('’XSS Vulnerability Detected')</script> Impact: Session hijacking,
credential theft, unauthorized actions Evidence: Screenshot captured showing
successful script execution

4.42. Reflected XSS Vulnerabilities

Location: Trade Declaration Search Function

Description: Search parameters are reflected in the response without proper encoding,
enabling reflected XSS attacks.

URL: /search?query=<img src=x onerror=alert('XSS')> Impact: Phishing attacks, malicious
redirects Status: Confirmed and reproducible
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4.5. SQL Injection Testing

SQL injection testing identified critical vulnerabilities in database interaction components:
4.5.1. Critical SQL Injection - Trade Declaration Module

Location: /api/declarations/search

Parameter: declaration_id

Vulnerability Type: Union-based SQL Injection

Vulnerable Parameter: declaration_id Payload: 1' UNION SELECT username, password,
email FROM users-- Impact: Complete database compromise, sensitive data exposure
Database: MySQL 8.0.28

4.5.2. Blind SQL Injection - User Authentication

Location: Login functionality

Description: Time-based blind SQL injection in the username parameter allows for
database enumeration.

4.6. Authentication and Session Management

Testing of authentication mechanisms revealed several critical weaknesses:

Findings Summary

=  Weak Password Policy: No complexity requirements enforced

= Session Fixation: Session tokens not regenerated after authentication
* |Inadequate Logout: Sessions remain active after logout

= Missing CSRF Protection: No anti-CSRF tokens on sensitive operations

4."7. Access Control Vulnerabilities

Access control testing identified multiple instances of broken access control:

Insecure Direct Unauthorized

Object References fapifdocuments/{id} High document access
Missing Function Jadmin/users/delete ® Critical Unauthorized user
Level Access Control management
. ) Role modification . Unauthorized
Privilege Escalation . High o .
endpoint privilege elevation
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4.8. Security Misconfiguration

Multiple security misconfigurations were identified across the application stack:

Server Configuration Issues

* Missing Security Headers: HSTS, X-Frame-Options, X-Content-Type-Options not
implemented

= Directory Listing: Enabled on sensitive directories

= Information Disclosure: Server version information exposed

= Default Credentials: Default administrative accounts still active

4.9. Other Critical Findings

File Upload Vulnerabilities

The document management system exhibits several file upload security issues:
= Insufficient file type validation allowing executable file uploads

= Missing file size restrictions enabling denial of service attacks

= Inadequate virus scanning on uploaded content

Business Logic Flaws

Testing revealed several business logic vulnerabilities:

= Race condition in payment processing allowing double transactions
= Missing transaction integrity checks

= Inadequate workflow validation in trade declaration approval process
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5. SECURE CODE REVIEW FINDINGS
5.1. Static Application Security Testing (SAST) Results

Static analysis of the NSW application codebase using automated tools revealed multiple
security vulnerabilities and code quality issues:

2 3 1 0 6

SQL Injection

Cross-Site Scripting 0 4 6 2 12
Insecure Cryptography 1 2 3 1 7
Path Traversal 0 1 2 1 4
Information Disclosure o) 1 4 5 10

5.2. Manual Code Review Findings

Detailed manual review of critical security components identified several high-risk
vulnerabilities not detected by automated tools:

5.2.1. Authentication Module Vulnerabilities

// Vulnerable Code - UserControllerjava (Line 127-135) public User authenticateUser(String
username, String password) { String query = "SELECT * FROM users WHERE username=""
+username + " AND password=""+ password + ""; // Direct SQL execution without
parameterization ResultSet rs = statement.executeQuery(query); if (rs.next()) { return new
User(rs.getString("username"), rs.getString("email")); } return null; }

Issue: Direct string concatenation in SQL queries enables SQL injection attacks.

Recommendation: Implement parameterized queries using PreparedStatement.

5.2.2. Password Storage Vulnerability

// Vulnerable Code - SecurityUtilsjava (Line 45-52) public static String
hashPassword(String password) { try { MessageDigest md =
MessageDigest.getinstance("MD5"); byte[] hashBytes = md.digest(password.getBytes());
return Baseb4.getEncoder().encodeloString(hashBytes); } catch (Exception e) { return
password: // Fallback to plaintext - CRITICAL ISSUE }}

Issue: Use of weak MD5 hashing algorithm and plaintext fallback.

Recommendation: Implement bcrypt or Argon2 with appropriate salt.

Page |12



5.3. Code Quality and Security Best Practices

Analysis of code quality revealed several deviations from security best practices:

Security Code Review Metrics

= Code Coverage: 78% (Target: 90%+)

= Cyclomatic Complexity: Average 12.4 (Target: <10)

= Security Annotations: 23% coverage (Target: 90%+)

= Input Validation: 45% of endpoints properly validated

5.4. Input Validation Issues

Comprehensive review of input validation mechanisms revealed systematic weaknesses:

5.4.1. Missing Input Sanitization

// Vulnerable Code - DocumentControllerjava (Line 89-95) @PostMapping("/upload")
public ResponseEntity uploadDocument(@RequestParam("file") MultipartFile file,
@RequestParam('category") String category) {/ No validation of file type or category
parameter String filename = file getOriginalFilename(); String filepath = UPLOAD_PATH
+"/" + category + /" + filename; file transferTo(new File(filepath));

// Path traversal vulnerability return ResponseEntity.ok("File uploaded successfully"); }

5.4.2. Insufficient Data Validation
Key findings in data validation:

= Missing Length Checks: 67% of string inputs lack length validation
= |nadequate Type Validation: Numeric parameters not properly validated
= No Business Logic Validation: Missing validation for business rules
= Client-Side Only Validation: 23% of validations only performed client-side

5.5. Error Handling and Logging

Review of error handling and logging mechanisms identified several security concerns:

5.5.1. Information Leakage in Error Messages

// Vulnerable Code - GlobalExceptionHandler java (Line 34-42)
@ExceptionHandler(SQLException.class) public ResponseEntity
handleSQLException(SQLException ex) { // Exposing sensitive database information
Map<String, Object> error = new HashMap<>(); error.put('message", ex.getMessage())./
Contains SQL details error.put("sglState", ex.getSQLState()); error.put("errorCode",
exgetErrorCode()); return ResponseEntity.status(500).body(error); }

5.5.2. Inadequate Security Logging

Security logging assessment findings:

= Missing Authentication Logging: Failed login attempts not logged

= Insufficient Authorization Logging: Access control violations not tracked
= No Data Access Logging: Sensitive data access not audited

= Log Injection Vulnerabilities: User input logged without sanitization
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5.6. Cryptographic Implementation Review

Analysis of cryptographic implementations revealed several critical issues:

5.6.1. Weak Encryption Implementation

// Vulnerable Code - EncryptionService java (Line 23-31) public static String
encryptSensitiveData(String data) { try { Cipher cipher =
Cipher.getinstance("DES/ECB/PKCS5Padding"); cipher.init(Cipher. ENCRYPT_MODE,
getSecretKey()); byte[] encrypted = cipher.doFinal(data.getBytes()); return
Baseob4.getEncoder().encodeToString(encrypted); } catch (Exception e) { return data;
// Returns plaintext on error - CRITICAL}}

Issues ldentified:

= Use of deprecated DES encryption algorithm

= ECB mode usage (pattern leakage vulnerability)
= Hardcoded encryption keys in source code

= Plaintext fallback on encryption failure

5.7. Third-Party Library Vulnerabilities

Dependency analysis identified multiple vulnerable third-party components:

Vulnerability | CVSS Score | Risk Level

Apache Struts 2334 CVE-2023-50164 High
Jackson Databind 298 CVE-2022-42003 75 ® Critical
Spring Security 562 CVE-2023-34035 53 Medium
JjQuery 341 CVE-2020-11023 6.1 Medium

Recommendations for Third-Party Libraries

= Immediate Updates: Upgrade all critical and high-risk components

* Dependency Management: Implement automated dependency scanning

= Version Control: Establish policy for timely security updates

= Alternative Assessment: Evaluate secure alternatives for deprecated libraries
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6. VULNERABILITY SUMMARY AND RISK

ASSESSMENT
6.1. Vulnerability Statistics

Comprehensive analysis of all identified vulnerabilities provides the following statistical

overview:

Executive Summary Statistics

» Total Vulnerabilities Identified: 47

= Unigue Vulnerability Types: 15

= Average Time to Identify: 2.3 hours per vulnerability
» False Positive Rate: 8.5%

» Remediation Coverage: 93% of findings include specific remediation guidance

Risk Level Business Impact Remediation Priority

System compromise,

[0)
Critical 6.4% data breach
High 3 17.0% Significant security
9 P impact
Medium 21 44 7% Moderate security risk
® Low 15 31.9% Minor security concern

6.2. Risk Matrix

Immediate (0-7 days)
Urgent (8-30 days)
Standard (31-90 days)

Normal (91-180 days)

The following risk matrix illustrates the relationship between vulnerability likelihood and

impact:

Impact/

Critical Medium (2 High (1 ® Critical ( Critical (
High ® Low (3 Medium (4) High (3) ® Critical (1)
Medium ® Low (8) Medium (12) High (3) High (1)
Low ® Low (4) ® Low (O) Medium (3) Medium (0)

6.3. Business Impact Analysis

Assessment of potential business impact from identified vulnerabilities:

6.3.1. Financial Impact

= Data Breach Costs: Estimated #2.8 billion based on sensitive trade data exposure

= Regulatory Fines: Potential NDPR violations up to 10 billion or 2% of annual turnover

=  System Downtime: Estimated &500 million per day of NSW unavailability

» Remediation Costs: Projected &180 million for comprehensive vulnerability remediation
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6.3.2. Operational Impact

= Trade Processing Disruption: Critical vulnerabilities could halt trade operations

= Data Integrity Compromise: SQL injection risks affecting trade declaration accuracy
= User Trust Impact: Security incidents could reduce trader adoption rates

* Regulatory Compliance: Non-compliance with CBN and NITDA cybersecurity
requirements

6.3.3. Reputational Impact

= Government Credibility: Security failures could undermine FIRS digital transformation
initiatives

= International Standing: Trade security incidents could affect Nigeria's international
trade relationships

= Stakeholder Confidence: Security vulnerabilities may reduce private sector
participation

6.4. Exploitability Assessment

Analysis of vulnerability exploitability considering attacker skill level and attack complexity:

Vulnerability Tvoe Skill Level Attack Exploitation | Detection
Y yp Requwed CompleX|ty Likelihood Difficulty

SQL Injection High Medium
Authentication Bypass Medium Medium High Low
Cross-Site Scripting Low Low Medium High
Access Control Bypass Medium Low High Medium
Cryptographic Failures High High Medium High

Threat Actor Analysis
Potential threat actors and their capabilities:

= Cybercriminal Groups: Financially motivated attackers targeting trade and financial
data

= Nation-State Actors: Advanced persistent threats seeking economic intelligence

= Insider Threats: Malicious employees or contractors with system access

= Hacktivists: Ideologically motivated groups targeting government systems

= Opportunistic Attackers: Script kiddies exploiting easily discoverable vulnerabilities
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Attack Scenario Modeling

Critical attack scenarios based on identified vulnerabilities:

Scenario T: Complete System Compromise via SQL Injection

Attack Vector: SQL injection in trade declaration search » Database access » Credential
extraction » Administrative access » System compromise

Impact: Complete NSW system compromise, access to all trade data, potential
modification of trade declarations

Likelihood: High (easily exploitable, publicly accessible endpoint)

Scenario 2: Mass Data Exfiltration via Authentication Bypass

Attack Vector: Authentication bypass » Administrative panel access » Database queries -»
Bulk data export

Impact: Exposure of sensitive trader information, financial data, and government trade
intelligence

Likelihood: Medium (requires specific attack knowledge but low complexity)
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7. COMPLIANCE WITH SSDLC REQUIREMENTS

7.1. Secure SDLC Assessment

Evaluation of the NSW project's adherence to Secure Software Development Lifecycle
(SSDLC) principles reveals significant gaps in security integration throughout the
development process:

SSDLC Maturity Assessment

Overall Maturity Level: Level 2 - Repeatable (Target: Level 4 - Managed)

7.2. Security Integration in Development Phases

Assessment of security controls integration across SDLC phases:

Required Security Implementation | Compliance | Gap
SOECEhase Status Score Assessment

Security
requirements

Partially

The current SSDLC implementation demonstrates basic security practices but lacks
systematic integration and comprehensive coverage across all development phases.

Missing

) 0 :
Requirements definition, threat Implemented 45% comprehensive
modeling threat models
Security .
. architecture Basic L'm'Fed
Design . . . 35% architectural
review, secure design  Implementation . ;
patterns security review
Secure coding Inconsistent
standards, code Partially o ‘
Development . 50% secure coding
review Implemented ractices
guidelines P
Security testing, Basic Limited
Testing SAST/DAST . 40% automated
. . Implementation . )
integration security testing
security No systematic
configuration, Not Ve
Deployment 20% security
deployment Implemented . .
hardening configuration
Vulnerability No formql'
. Not vulnerability
Maintenance management, 15%
. S Implemented mManagement
security monitoring
process

7.3. Gap Analysis

Detailed analysis of SSDLC implementation gaps:

7.3.1. Requirements Phase Gaps

= Missing Security Requirements: No formal security requirements documentation

identified

= |nadequate Threat Modeling: Limited threat identification and risk assessment
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= No Privacy Impact Assessment: NDPR compliance requirements not systematically
addressed

=  Missing Abuse Cases: Security-focused use cases not developed

7.3.2. Design Phase Gaps

= Limited Security Architecture Review: No systematic security architecture validation
= Missing Security Patterns: Secure design patterns not consistently applied

= |nadequate Data Flow Analysis: Limited analysis of sensitive data handling

= No Attack Surface Analysis: Attack surface not formally documented or minimized

7.3.3. Development Phase Gaps

= |Inconsistent Secure Coding: Secure coding standards not uniformly applied
= Limited Code Review: Security-focused code reviews not systematic

= No Static Analysis Integration: SAST tools not integrated into CI/CD pipeline
= Missing Security Training: Developers lack formal secure coding training

7.3.4. Testing Phase Gaps

= Limited Security Testing: Security testing not integrated into standard testing process
= No Dynamic Analysis: DAST tools not implemented in testing pipeline

= Missing Penetration Testing: No regular penetration testing schedule

= |nadequate Test Coverage: Security test cases insufficient for comprehensive coverage

7.4. SSDLC Implementation Recommendations

Comprehensive recommendations for SSDLC enhancement:

7.4.1. Immediate Actions (0-3 months)

1. Establish Security Requirements Framework

= Develop security requirements template

»  Implement threat modeling methodology (STRIDE/PASTA)
= Create security acceptance criteria

2. Implement Secure Coding Standards

=  Adopt OWASP secure coding practices

= Establish mandatory code review process

= Deploy SAST tools in development environment

3. Security Training Program
= Conduct secure development training for all developers

= Establish security awareness program
= Create security champions network
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7.4.2. Medium-term Actions (3-6 months)

"

Integrate Security Testing

Deploy DAST tools in CI/CD pipeline
Implement dependency scanning
Establish security testing metrics

Enhance Architecture Review

Implement security architecture review board
Develop security design patterns library
Establish security design guidelines

7.4.3. Long-term Actions (6-12 months)

1.

Comprehensive Vulnerability Management

Implement automated vulnerability scanning
Establish vulnerability remediation SLAs
Deploy security monitoring and incident response

Continuous Security Improvement

Implement security metrics and KPls
Establish regular security assessments
Create security maturity roadmap

7.5. Alignment with Nigerian Cybersecurity Policy and NDPR

Assessment of compliance with Nigerian regulatory requirements:

7.5.1. Nigerian National Cybersecurity Policy Compliance

Dohcy Current Status Cermpleries Required Actions
Requirement Level

Secure Development
Practices

Security Monitoring

Vulnerability Management

Incident Response Planning

Partially
Implemented

Basic Framework

Limited
Implementation

Ad-hoc Process

Enhance SSDLC

[0)
60% integration
40% Develop .
comprehensive IR plan
20% DepIQySIEM and
monitoring tools
550, Implement formal VM

program
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7.5.2. NDPR Compliance Assessment

= Data Protection by Design: Limited implementation of privacy-by-design principles
= Data Subject Rights: Inadequate mechanisms for data subject access and deletion

= Consent Management: Missing comprehensive consent management framework

= Data Breach Notification: No formal data breach notification procedures

= Privacy Impact Assessment: PIA not conducted for NSW system

7.5.3. NITDA Guidelines Compliance

= Cybersecurity Framework Implementation: Partial implementation of NIST-based
framework

= Risk Management: Basic risk assessment processes in place
= Security Controls: Limited implementation of mandatory security controls
= Audit and Compliance: No systematic compliance monitoring program

Regulatory Compliance Roadmap

Priority 1 (0-6 months): NDPR compliance - Data protection and privacy controls
Priority 2 (6-12 months): National Cybersecurity Policy alignment

Priority 3 (12-18 months): NITDA guidelines full implementation
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8. DETAILED REMEDIATION
RECOMMENDATIONS

8.1. Critical Priority Recommendations

Immediate action required for critical vulnerabilities that pose significant risk to the NSW
system:

8.1.1. Critical Vulnerability #1: SQL Injection in Trade Declaration Module

Vulnerability ID: NSW-CRIT-001
CVSS Score: 9.8 (Critical)
Affected Component: /api/declarations/search

Remediation Timeline: 7 days

Remediation Steps:

1.  Immediate Fix (24 hours):

= Implement input validation and sanitization for all search parameters

= Replace direct SQL concatenation with parameterized queries

=  Deploy Web Application Firewall (WAF) rules to block SQL injection attempts

2. Code Changes Required:

// BEFORE (Vulnerable) String query = "SELECT * FROM declarations WHERE
declaration_id=""+ id + """; ResultSet rs = statement.executeQuery(query): // AFTER
(Secure) String query = "SELECT * FROM declarations WHERE declaration_id = ?";
PreparedStatement pstmt = connection.prepareStatement(query); pstmt.setString(], id);
ResultSet rs = pstmt.executeQuery/();

Validation and Testing:

= Conduct regression testing on all database query functions
= Perform follow-up penetration testing to verify fix effectiveness
*  Implement automated SQL injection testing in CI/CD pipeline

8.1.2. Critical Vulnerability #2: Authentication Bypass in Admin Panel

Vulnerability ID: NSW-CRIT-002
CVSS Score: 9.1 (Critical)
Affected Component: Administrative Authentication Module

Remediation Timeline: 7 days
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Remediation Steps:

1. Implement Strong Authentication:

= Replace current authentication mechanism with OAuth 2.0 or SAML

=  Implement multi-factor authentication (MFA) for all administrative accounts

= Enforce strong password policies (minimum 12 characters, complexity requirements)
=  Implement account lockout after 5 failed login attempts

2. Session Management Enhancement:

= Generate cryptographically secure session tokens

*  Implement session timeout (15 minutes of inactivity)
= Regenerate session IDs after authentication

= Implement secure session storage with encryption

3. Access Control Hardening:

* Implement role-based access control (RBAC)
=  Apply principle of least privilege
= Add authorization checks on all administrative functions

8.1.3. Critical Vulnerability #3: Missing Function Level Access Control

Vulnerability ID: NSW-CRIT-003
CVSS Score: 8.8 (High-Critical)
Affected Component: /admin/users/delete and related endpoints

Remediation Timeline: 7 days

Remediation Steps:

1. Implement Authorization Framework:

= Add authorization checks to all administrative endpoints
=  Implement centralized authorization service
= Use annotation-based security controls (@PreAuthorize, @Secured)

// BEFORE (Vulnerable) @PostMapping(/admin/users/delete") public ResponseEntity
deleteUser(@RequestParam Long userld) { userService.deleteUser(userld); return
ResponseEntity.ok("User deleted"); } // AFTER (Secure)
@PostMapping(/admin/users/delete") @PreAuthorize("hasRole('ADMIN') and
hasPermission('USER_DELETE'")") public ResponseEntity deleteUser(@ReqguestParam
Long userld, @AuthenticationPrincipal User currentUser) { // Audit logging
auditLogger.log("User deletion attempted", userld, currentUser); / Additional validation if
(lauthorizationService.canDeleteUser(currentUser, userld)) { throw new
AccessDeniedException("Insufficient privileges"); } userService.deleteUser(userld); return
ResponseEntity.ok("User deleted"); }
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8.2. High Priority Recommendations
Urgent remediation required within 30 days:
8.2.1. Cross-Site Scripting (XSS) Vulnerabilities

Vulnerability Count: 4 instances (Stored and Reflected XSS)
Risk Level: High

Remediation Timeline: 30 days

Comprehensive XSS Remediation:

1. Input Validation:

=  Implement whitelist-based input validation
= Reject inputs containing script tags or JavaScript event handlers
= Validate input length and format

2. Output Encoding:

*  Implement context-aware output encoding (HTML, JavaScript, URL, CSS)
= Use secure templating engines with auto-escaping
= Apply OWASP Java Encoder library for encoding operations

3. Content Security Policy:

=  Implement strict CSP headers
= Disable inline scripts and eval()
= Use nonce or hash-based CSP for required inline scripts

// Content Security Policy Header Content-Security-Policy: default-src 'self'; script-src 'self’
'nonce-{random}’; style-src 'self' 'unsafe-inline'; img-src 'self' data: https:; font-src 'self,
connect-src 'self; frame-ancestors 'none’;

8.2.2. Insecure Cryptographic Implementation

Vulnerability ID: NSW-HIGH-001
Risk Level: High

Remediation Timeline: 30 days
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Cryptographic Enhancement Recommendations:

1. Password Storage:

= Replace MD5 with bcrypt or Argon2id
=  Implement proper salt generation (32 bytes minimum)
= Use work factor of 12+ for bcrypt

// BEFORE (Insecure) MessageDigest md = MessageDigest.getinstance("MD5"); byte(]
hash

= md.digest(password.getBytes()): / AFTER (Secure) BCryptPasswordEncoder encoder =
new BCryptPasswordEncoder(12): String hashedPassword = encoder.encode(password);

2. Data Encryption:

= Replace DES with AES-256-GCM

= Use secure key management (AWS KMS, Azure Key Vault, or HSM)
=  Implement proper initialization vector (IV) generation

= Use authenticated encryption modes (GCM, CCM)

3. TLS Configuration:

»  Enforce TLS 1.3 (Minimum TLS 1.2)

= Disable weak cipher suites

=  Implement certificate pinning for mobile applications
= Enable HTTP Strict Transport Security (HSTS)

8.2.3. Broken Access Control Vulnerabilities

Remediation Actions:

= Insecure Direct Object References: Implement indirect reference maps and
authorization checks

= Path Traversal: Validate file paths and use canonicalization
= Privilege Escalation: Implement strict role validation on role modification functions

8.3. Medium Priority Recommendations

Standard remediation timeline: 90 days
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8.3.1. Security Misconfiguration Remediation

Misconfiguration Current State | Recommended Fix

Implement HSTS, X-Frame-

Missing Security .NO headers Options, X-Content-Type-Options, Medium
Headers implemented
CsP
Directory Listing Enabled Disable directory indexing on web Medium
server
Detailed

Implement generic error pages, lo )
Verbose Error Messages  errors PX 9 or pag 9 Medium
detailed errors server-side

exposed
Default Credentials Present Remove all default accounts, Medium
enforce password changes
8.3.2. Third-Party Component Updates
Required Library Updates:
=  Apache Struts: Upgrade from 2.3.34 to 2.5.33 (or migrate to Spring MVC)
= Jackson Databind: Update from 2.9.8 to 2.15.0+
= Spring Security: Upgrade from 5.6.2 to 6.1.0+
*  jQuery: Update from 3.4.1to 3.7.0+
8.3.3. Logging and Monitoring Enhancement
Implementation Requirements:
=  Implement centralized logging with ELK stack or similar
= Log all authentication attempts (successful and failed)
= Log authorization failures and access control violations
= Implement real-time security monitoring and alerting
= Log sensitive data access with user attribution
8.4. Long-term Security Improvements
Strategic security enhancements for sustained protection:
8.4.1. Security Architecture Enhancement
1. Zero Trust Architecture Implementation:
*  |Implement micro-segmentation
= Deploy identity-based access controls
= Implement continuous authentication and authorization
2. API Security Gateway:
= Deploy API gateway with authentication and rate limiting
=  Implement API traffic analysis and anomaly detection
= Add API versioning and deprecation management
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3. Security Automation:

=  Implement automated security testing in CI/CD pipeline

=  Deploy Infrastructure as Code (laC) security scanning

= Automate vulnerability management and patching

8.4.2. Security Operations Maturity

/A

=  Security Information and Event Management (SIEM): Deploy enterprise SIEM solution

*= Security Orchestration, Automation and Response (SOAR): Implement SOAR platform

= Threat Intelligence Integration: Integrate threat intelligence feeds

= Red Team Exercises: Conduct annual red team assessments

8.5. Remediation Timeline and Roadmap

Comprehensive 12-week remediation plan:

Deliverables Resources Required

1-2

34

5-6

n

12

Critical vulnerability
remediation (SQL Injection,
Auth Bypass)

High priority fixes (XSS,
Cryptography, Access
Control)

Medium priority
remediation (Security
configs, headers)

Third-party component
updates and testing

Logging, monitoring, and
SSDLC integration

Comprehensive security
validation testing

Documentation, training,
and knowledge transfer

Remediation Budget Estimate
Personnel Costs: &85 million (12 weeks)
Tools and Licenses: #&45 million
Infrastructure Updates: &30 million
Training and Consulting: #20 million

Total Estimated Cost: &180 million

Secure code deployment,
penetration test
validation

Updated security
controls, testing reports

Hardened configurations,
security documentation

Updated dependencies,
regression testing

SIEM deployment,
security pipeline
integration

Final penetration test
report, vulnerability scan

Security documentation,
training materials

4 developers, 2
security analysts

4 developers, 2 QA
testers

2 developers, 1
system admin

3 developers, 2 QA
testers

1security
engineer, 1
DevOps engineer

3 security analysts

2 security
consultants
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9. TESTING EVIDENCE AND METHODOLOGY

9.1. Testing Environment Setup

The security assessment was conducted in a dedicated testing environment that mirrors
the production NSW system architecture:

9.1.1. Environment Specifications

Web Servers Apache Tomcat 9.0.65 3 load-balanced instances
Application Server Java 11/ Spring Boot 2.7.3 Clustered deployment
Database MySQL 8.0.28 Master-replica configuration
Operating System Ubuntu Server 20.04 LTS Hardened configuration
Network Configuration  Isolated VLAN Firewall rules enabled

9.1.2. Access Credentials Provided

= Regular User Accounts: 5 test accounts with varying privilege levels
=  Administrative Account: 1admin account for backend testing

= Database Access: Read-only credentials for database analysis

= Source Code Access: Full repository access via GitLab

9.2. Tools Configuration

Detailed configuration of security testing tools used during assessment:

9.2.1. Burp Suite Professional Configuration

*  Proxy Settings: Configured to intercept all HTTP/HTTPS traffic

= Scanner Configuration: Active and passive scanning enabled

= Extensions Used: Autorize, JWT Editor, Turbo Intruder, Logger++

= Custom Wordlists: OWASP lists, custom Nigerian-context payloads

9.2.2. OWASP ZAP Configuration

= Attack Mode: Full scan with authenticated sessions

= Context Definition: Trade portal and admin panel contexts created
= Authentication: Form-based and token-based auth configured

= Policies: Custom scan policies for APl and web application testing
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9.2.3. Static Analysis Tools

SonarQube: Configured with OWASP dependency check and security hotspot
detection

Checkmarx SAST: Full source code scan with custom security rules
OWASP Dependency-Check: Scan of all Maven/NPM dependencies
FindSecBugs: Java-specific security bug detection

9.3. Testing Coverage

Comprehensive coverage metrics demonstrating thoroughness of security assessment:

9.3.1. Application Coverage

Application Component Endpoints Tested Test Cases Executed

Trade Declaration Portal 95% 1,247
Administrative Dashboard 52 100% 876
User Management System 34 100% 523
Payment Gateway Integration 18 90% 287
Document Management 29 93% 412
APl Endpoints 143 88% 1956

9.3.2. Code Review Coverage

Total Lines of Code: 387,542

Lines Reviewed: 298,456 (77%)

Critical Modules Coverage: 100%

Security-Sensitive Functions: 100% manually reviewed

9.3.3. OWASP Top 10 Test Coverage

All OWASP Top 10 2021 categories were comprehensively tested with 100% coverage:

AOT - Broken Access Control: 324 test cases

AO2 - Cryptographic Failures: 89 test cases

AO3 - Injection: 456 test cases

AO04 - Insecure Design: 127 test cases

AO5 - Security Misconfiguration: 198 test cases
AOG6 - Vulnerable Components: 234 test cases
AQ7 - Authentication Failures: 267 test cases
AO08 - Data Integrity Failures: 143 test cases

A09 - Logging and Monitoring: 76 test cases
AlO - Server-Side Request Forgery: 92 test cases
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9.4. Quality Assurance Process

Multi-layered quality assurance process ensuring accuracy and reliability of findings:

9.4.1. Vulnerability Validation Process

Initial Detection: Automated tools identify potential vulnerabilities
Manual Verification: Security analysts manually validate each finding
Proof of Concept: Develop PoC exploit to confirm exploitability

Peer Review: Second analyst independently verifies the finding
Impact Assessment: Senior consultant assesses business impact

oA NN

Client Validation: Selected findings validated with client technical team

9.4.2. False Positive Management

= Initial False Positives: 127 findings

= After Manual Review: 12 false positives (8.5% rate)

= Verification Method: Manual exploitation attempts and code review
= Documentation: All false positives documented with justification

9.4.3. Testing Evidence Documentation

Comprehensive evidence collected for all findings:

= Screenshots: 234 screenshots capturing vulnerability evidence

=  HTTP Traffic Logs: Complete request/response logs for all exploits

= Video Recordings: 18 screen recordings demonstrating critical exploits
= Code Snippets: 156 vulnerable code samples extracted

= Tool Output: Raw scan results from all automated tools

9.4.4. Ethical Testing Practices
All testing conducted in accordance with ethical hacking principles:

= Testing performed only on authorized systems with written consent
= No data exfiltration or modification of production data

= All discovered vulnerabilities reported responsibly

= Testing limited to defined scope and timeframes

= Proof of concepts developed safely without causing system damage
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10. CONCLUSION AND SECURITY POSTURE
ASSESSMENT

10.1. Overall Security Posture

Based on comprehensive web application security testing and secure code review of the
National Single Window (NSW) system, Averox Business Solution has assessed the overall
security posture as follows:

Security Posture Rating: MODERATE RISK
Overall Score: 58/100

The NSW web applications demonstrate foundational security controls but require
significant improvements before production deployment. Critical vulnerabilities in
authentication, input validation, and access control present substantial risks that must
be addressed immediately.

10.1.1. Security Posture Breakdown

Authentication & Authorization  45/100  Significant weaknesses ® Critical
Input Validation & Encoding 40100  Systematic vulnerabilities @® Critical
Session Management 50/100 Requires enhancement High
Cryptography 48100  Weak implementations High
Error Handling & Logging 55/100 Moderate implementation Medium
Configuration Security 62/100 Basic security controls Medium
Data Protection 68/100  Adequate with gaps Medium
Network Security 75/100 Good implementation ® Low

10.2. Key Achievements

Despite identified vulnerabilities, the NSW project demonstrates several security strengths:

Positive Security Implementations

= Network Segmentation: Well-designed network architecture with proper
segmentation between tiers

= Database Security: Database access controls and connection pooling properly
configured

= Secure Development Awareness: Development team shows awareness of security
principles
= Code Quality: Generally good code quality with consistent coding standards
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= Infrastructure Security: Server hardening and infrastructure security controls
adequately implemented

= Disaster Recovery: Backup and disaster recovery mechanisms properly configured
=  Documentation: Good technical documentation facilitating security review

Security Best Practices Observed

= Use of prepared statements in 55% of database queries

=  Implementation of HTTPS for all external communications

= Regular security updates applied to operating systems

= Separation of development, testing, and production environments

=  Implementation of role-based access control framework (requires enhancement)

10.3. Areas of Concern

Critical security gaps requiring immediate attention:

Critical Security Gaps

1. Injection Vulnerabilities: Critical SQL injection vulnerabilities in core functionality pose
immediate risk of datalbase compromise

2. Authentication Weaknesses: Significant authentication bypass vulnerabilities enable
unauthorized system access

3. Access Control Failures: Broken access control allowing unauthorized access to
sensitive functions and data

4. Cryptographic Failures: Use of weak cryptographic algorithms compromising data
protection

5. SSDLC Maturity: Limited integration of security throughout the development lifecycle

Systemic Issues Identified

» Lack of Security Testing: No automated security testing integrated into CI/CD pipeline

= Insufficient Security Training: Development team requires formal secure coding
training

= Missing Security Requirements: Security requirements not systematically defined or
tracked

= |nadequate Vulnerability Management: No formal process for identifying and
remediating vulnerabilities

= Limited Security Monitoring: Insufficient logging and monitoring of security events
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10.4. Final Recommendations

Strategic recommendations for achieving production-ready security posture:
10.4.1. Immediate Actions (Pre-Deployment)

DO NOT DEPLOY to production until critical vulnerabilities are remediated.

Estimated remediation time: 4-6 weeks for critical and high-severity vulnerabilities

1.  Address Critical Vulnerabilities:

= Remediate all 3 critical vulnerabilities within 7 days
= Remediate all 8 high-severity vulnerabilities within 30 days
= Conduct verification testing after each remediation

2. Implement Essential Security Controls:

=  Deploy Web Application Firewall (WAF)

=  Implement multi-factor authentication for administrative access
= Enable comprehensive security logging and monitoring

= Implement intrusion detection/prevention systems

3. Establish Security Operations:

= Create incident response plan and team

=  Implement security event monitoring (SIEM)

= Establish vulnerability disclosure process

= Deploy security information sharing mechanisms

10.4.2. Short-term Improvements (3-6 months)

=  Complete remediation of all medium and low-severity vulnerabilities
*  Implement comprehensive SSDLC framework

= Conduct security training for all development team members

= Deploy automated security testing tools in CI/CD pipeline

= Achieve NDPR compliance for data protection requirements

= Conduct follow-up penetration testing to validate remediations

10.4.3. Long-term Strategic Initiatives (6-18 months)

*  Implement Zero Trust architecture

= Achieve ISO 27001 certification

= Establish mature security operations center (SOC)

= Implement continuous security testing and validation

= Develop security champion program within development teams
= Establish regular red team exercises

Page | 33



10.5. Next Steps

Recommended actions following this assessment:

= Executive Briefing: Present findings to FIRS executive leadership and project
stakeholders

* Remediation Planning: Develop detailed remediation plan with resource allocation and
timeline

= Security Working Group: Establish cross-functional security working group for
remediation oversight

= Budget Allocation: Secure budget approval for remediation activities (estimated 180
million)

= Vendor Engagement: Engage security vendors for tools, training, and consulting

support

= Progress Tracking: Establish weekly progress review meetings during remediation
phase

= Validation Testing: Schedule follow-up security assessment after critical remediation (8-
10 weeks)

Readiness Assessment

Current Production Readiness: NOT READY

Estimated Time to Production Ready: 8-12 weeks

Conditions for Production Deployment: All critical and high-severity

vulnerabilities remediated and validated, essential security controls deployed, incident

response procedures established

Closing Statement

The National Single Window project represents a critical national infrastructure initiative
with substantial benefits for Nigerian trade facilitation. While the current security posture
requires significant improvement, the identified vulnerabilities are remediable with
appropriate resources and commitment. With focused remediation efforts over the next 8-
12 weeks, the NSW system can achieve a production-ready security posture that adequately
protects sensitive trade data and supports secure operations.

Averox Business Solution recommends prioritizing security remediation before production
deployment to protect national interests, maintain stakeholder confidence, and ensure
compliance with Nigerian cybersecurity regulations. We remain committed to supporting
FIRS throughout the remediation process and subsequent security validation activities.
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11. APPENDICES
Appendix A: Detailed Vulnerability Listing

Complete listing of all 47 vulnerabilities identified during assessment. Detailed technical
information provided under separate cover due to sensitivity.

SQL Injection in Trade

NSW-CRIT-001 Declaration Search Injection ® Critical 98
NSW-CRIT-002 ~ Authentication Bypass in Authentication @  Critical
Admin Panel 91
NSW-CRIT-003  Missing Function Level Access o control @  Critical
Control 8.8
NSW-HIGH-001 Stored XSS in User Dashboard  Injection High 75
) ) Weak Cryptographic )
NSW-HIGH-002 Implementation Cryptography High 75

.. Additional 42 vulnerabilities documented in detailed appendix ...

Appendix B: Tools and Versions Used

Burp Suite Professional 202432 PortSwigger Commercial
OWASP ZAP 214.0 OWASP Open Source
SonarQube 99 LTS SonarSource Commercial
Checkmarx SAST 9.4.0 Checkmarx Commercial
Nmap 7.94 Nmap Project Open Source
Metasploit Framework 6.3.29 Rapid7 Open Source
Nikto 250 CIRT Open Source
SQLMap 1.7.10 SQLMap Project Open Source

Appendix C: Testing Checklist

OWASP-based comprehensive testing checklist used during assessment (abbreviated):

Authentication Testing Checklist

= v Credentials transported over encrypted channel
= v'Default credentials tested

= v'Account lockout mechanism tested

= v'Password policy evaluated

=  v'Password reset functionality tested
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=  v'Multi-factor authentication evaluated
= V'Session token generation assessed
= v'Session timeout configuration reviewed

Authorization Testing Checklist

=  v'Path traversal tested

=  Vv'Bypassing authorization schema tested
=  Vv'Privilege escalation evaluated

=  Vnsecure direct object references tested
= VOAUth/JWT implementation reviewed

Appendix D: Code Review Samples
Representative secure code review findings (sanitized examples):

Sample 1: SQL Injection Vulnerability

File: DeclarationControllerjava Lines: 234-241 Severity: Critical Finding: Dynamic SQL
query construction enables SQL injection Recommendation: Use PreparedStatement
with parameterized queries

Sample 2: Hardcoded Credentials

File: DatabaseConfig.java Lines: 45-48 Severity: High Finding: Database credentials
hardcoded in source code Recommendation: Use environment variables or secure vault
(e.g., AWS Secrets Manager)

Appendix E: Screenshots and Evidence

Comprehensive visual evidence for all findings provided in separate secure archive due to
sensitivity. Archive includes:

= 234 annotated screenshots demonstrating vulnerabilities
= 18 video recordings of exploitation scenarios

=  Complete HTTP request/response logs

= Proof of concept code samples

= Tool output reports

Appendix F: Glossary of Terms

SAST Static Application Security Testing - analysis of source code without executing it
DAST Dynamic Application Security Testing - testing of running applications

XSS Cross-Site Scripting - injection of malicious scripts into web pages
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Definition

Cross-Site Request Forgery - forcing authenticated users to execute unwanted

CSRF :
actions

IDOR Insecu.re Direct Object Reference - direct access to objects without
authorization

CVSS Common Vulnerability Scoring System - standard for assessing vulnerability
severity

SSDLC Secure Software Development Lifecycle - integration of security into

development process

WAF Web Application Firewall - protection layer for web applications

SIEM Security Information and Event Management - centralized security monitoring

Appendix G: References and Standards

International Standards

=  OWASP Top 10 Web Application Security Risks (2021)
=  OWASP Application Security Verification Standard (ASVS) 4.0

NIST Cybersecurity Framework v1.1

= |SO/IEC 27001:2013 - Information Security Management

= PCIDSS V4.0 - Payment Card Industry Data Security Standard
=  CWE/SANS Top 25 Most Dangerous Software Errors

Nigerian Regulations and Guidelines

= Nigeria Data Protection Regulation (NDPR) 2019

= Nigerian National Cybersecurity Policy and Strategy 2021

= NITDA Cybersecurity Framework and Guidelines

= Central Bank of Nigeria (CBN) Cybersecurity Framework 2018
= Cybercrimes (Prohibition, Prevention, etc.) Act 2015

Industry Best Practices

=  OWASP Secure Coding Practices - Quick Reference Guide
=  Microsoft Security Development Lifecycle (SDL)

=  SANS Secure Software Development

= CERT Secure Coding Standards
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