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1. EXECUTIVE SUMMARY  

Project Overview:    

Omniswift Nigeria Limited successfully completed LOT 4 of the National Single Window 

(NSW) project, focusing on Security Validation and Post -Testing Remediation. This 

comprehensive assessment validated theeffectiveness of security remediation efforts 

imple mented following initial  vulnerability assessments and penetration testing phases.  

 

147 
Vulnerabilities Re -tested  

89.1%  
Remediation Success Rate  

16 
Outstanding Issues  

98.5%  
System Availability During Testing  

 

 

1.1. Key Objectives Achieved  

 Validated remediation of 131 out of 147 identified vulnerabilities (89.1% success rate)  

 Conducted comprehensive regression testing with zero critical system functionality impact  

 Implemented enhanced security monitoring and logging capabilities  

 Delivered security awareness training to 127 system administrators and end -users  

 Established continuous security validation framework  

1.2. Summary of Findings  

The NSW system demonstrates significant security posture improvement following 

remediation activities. Critical and high -priority vulnerabilities have been successfully  

addressed, with the overall risk profile reduced from "High" to "Medium -Low". The system is 

now compliant with 94% of applicable Nigerian cybersecurity regulations.  

Critical Recommendations  

 

 Address 3 remaining high -priority vulnerabilities within 30 days  

 Implement automated patch management system by Q1 2025  

 Conduct quarterly security validation assessments  

 Enhance incident response capabilities with 24/7 SOC integration  
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2. INTRODUCTION  

2.1. Project Background  

The Federal Inland Revenue Service (FIRS), in collaboration with the Federal Government of 

Nigeria, initiated the National Single Window (NSW) project to  streamline trade processes and 

enhance operational efficiency. As part of this critical  infrastructure development, 

comprehensive security testing and validation phases were mandated to ensure the system's 

resilience against cybersecurity threats.  

LOT 4 represents the final phase of security assessment activities, focusing on validating the 

effectiveness of remediation efforts implemented following initial vulnerability assessments, 

penetration testing, and compliance evaluations conducted under LOT s 1-3.  

2.2. LOT 4 Objectives  

 Remediation Validation: Verify that identified vulnerabilities have been properly addressed 

without introducing new security risks  

 Regression Testing: Ensure remediation activities have not negatively impacted system 

functionality, performance, or integration capabilities  

 Security Posture Enhancement: Assess overall security improvement and establish 

baseline for future assessments  

 Knowledge Transfer:  Implement comprehensive security training and awareness programs  

 Continuous Improvement:  Establish framework for ongoing security validation and 

maintenance  

2.3.  Scope of Work  

The LOT 4 engagement encompassed the following key activities:  

Activity Category  Scope Description  Duration  

Vulnerability Re -testing  
Verification of 147 previously identified vulnerabilities 

across network, application, and infrastructure layers  
4 weeks  

Regression Testing  
Comprehensive testing of system functionality, 

performance, and integration points  
3 weeks  

Security Training  
Multi -tiered training programs for administrators, 

developers, and end -users  
2 weeks  

Documentation & 

Reporting  

Comprehensive documentation of findings, 

recommendations, and best practices  
1 week 
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2.4.  Methodology Overview  

Omniswift Nigeria Limited employed a structured, risk -based approach to security validation, 

incorporating industry -standard frameworks and methodologies:  

 NIST Cybersecurity Framework:  Used as the primary framework for security assessment 

and validation  

 OWASP Testing Guide:  Applied for web application security validation  

 ISO/IEC 27001:  Referenced for security management and control validation  

 Nigerian Cybersecurity Policy:  Ensured alignment with national cybersecurity requirements  

 

2.5. Report Structure  

This final report is organized into 14 main sections plus appendices, providing comprehensive 

coverage of all LOT 4 activities, findings, and recommendations. Each section includes detailed 

technical analysis, supporting evidence, and actionable recommenda tions for continued 

security enhancement.  

 

3. REMEDIATION VALIDATION 
ACTIVITIES  
 

3.1. Validation Approach and Framework  

The remediation validation process followed a systematic approach to ensure comprehensive 

coverage and reliable results:  

Validation Methodology  

 Pre -Validation Assessment:  Review of remediation documentation and implementation 

evidence  

 Technical Verification:  Hands -on testing to confirm vulnerability resolution  

 Impact Analysis:  Assessment of remediation impact on system functionality  

 Evidence Collection:  Documentation of validation results with supporting screenshots and 

logs  

 Risk Re -evaluation:  Updated risk assessment based on current security posture  
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3.2.  Re -testing Methodology  

Each previously identified vulnerability underwent targeted re -testing using the same tools and 

techniques that originally discovered the issue, supplemented by additional verification 

methods:  

Vulnerability 

Type  
Re -testing Method  Tools Used  Success Criteria  

Network 

Vulnerabilities  

Port scanning, 

service enumeration  

Nmap, Nessus, 

OpenVAS  

Vulnerability no longer 

detected, secure 

configuration confirmed  

Web Application 

Flaws  

Manual testing, 

automated scanning  

Burp Suite, 

OWASP ZAP, 

Custom scripts  

Exploit attempts fail, secure 

coding practices 

implemented  

Configuration 

Issues  

Configuration review, 

compliance checking  

Nessus, CIS -CAT, 

Manual review  

Configurations align with 

security baselines  

Access Control 

Flaws  

Authentication 

bypass testing, 

privilege escalation  

Custom scripts, 

Metasploit  

Proper access controls 

enforced, privilege 

separation confirmed  

 

3.3.  Regression Testing Procedures  

Comprehensive regression testing was conducted to ensure remediation activities did not 

introduce new vulnerabilities or negatively impact system functionality:  

Regression Testing Scope  

 

 Core system functionality validation (trade processing, document management, user 

authentication)  

 Integration point testing (external APIs, database connections, third -party services)  

 Performance impact assessment (response times, throughput, resource utilization)  

 User experience validation (interface functionality, workflow completion)  

 Data integrity verification (transaction processing, audit logging, backup/recovery)  
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3.4.  Tools and Technologies Used  

The following professional -grade security testing tools were deployed during the validation 

activities:  

Category  Tool  Version  Purpose  

Vulnerability 

Scanning  

Tenable Nessus 

Professional  
10.6.2 

Network and infrastructure 

vulnerability assessment  

Web Application 

Testing  

Burp Suite 

Professional  
2023.10.3.4  

Web application security testing 

and validation  

Network Discovery  Nmap  7.94 
Network mapping and service 

enumeration  

Penetration Testing  
Metasploit 

Framework  
6.3.42  

Exploitation verification and 

validation  

Configuration 

Assessment  

CIS Controls 

Assessment Tool  
4.0  Security configuration validation  

 

3.5.  Testing Timeline and Milestones  

The validation activities were executed according to the following timeline:  

Phase  Start Date  End Date  Key Milestones  Status  

Phase 1:  Critical 

Vulnerability Re -testing  
Oct 15, 2024  Oct 22, 2024  

25 critical 

vulnerabilities 

validated  
 

Phase 2:  High Priority 

Validation  
Oct 23, 2024  Nov 1, 2024 

58 high priority issues 

verified   

Phase 3:  Medium/Low 

Priority Testing  
Nov 2, 2024  Nov 8, 2024  

64 medium/low 

priority vulnerabilities 

checked  
 

Phase 4:  Regression 

Testing  
Nov 9, 2024  Nov 15, 2024  

Full system 

functionality 

validation  
 

Phase 5:  Training & 

Documentation  
Nov 16, 2024  Nov 22, 2024  

Training programs 

delivered, 

documentation 

finalized  

 

 

 

 

 

Completed  

Completed  

Completed  

Completed  

Completed  
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4. VULNERABILITY REMEDIATION 
VERIFICATION  
4.1. Critical Vulnerabilities - Verification Results  

All 25 critical vulnerabilities identified in previous testing phases were successfully remediated. 

The following table summarizes the verification results:  

Vuln ID  Description  
Original 

Risk  
Remediation Applied  

Verification 

Status  

CRIT -001 

SQL Injection in user 

authentication 

module  

Critical  
Parameterized queries, input 

validation   

CRIT -002  

Remote code 

execution via file 

upload  

Critical  
File type validation, 

sandboxing   

CRIT -003  
Privilege escalation in 

admin panel  
Critical  

Role -based access controls, 

session management   

CRIT -004  

Unencrypted 

sensitive data 

transmission  

Critical  
TLS 1.3 implementation, 

certificate management   

CRIT -005  
Default credentials on 

database servers  
Critical  

Strong password policy, 

credential rotation   

 

Note:  Complete list of all 25 critical vulnerabilities available in Appendix A.  

 

 

 

 

 

 

 

 

 

 

 

Verified Fixed  

Verified Fixed  

Verified Fixed  

Verified Fixed  

Verified Fixed  
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4.2.  High Priority Vulnerabilities - Verification Results  

Of 58 high priority vulnerabilities, 55 were successfully remediated (94.8% success rate). Three 

issues require additional attention:  

Vuln ID  Description  
Remediation 

Status  
Action Required  Target Date  

HIGH -012 
Insufficient session 

timeout configuration   
Implement dynamic 

session management  
Dec 15, 2024  

HIGH -027 

Weak encryption 

algorithm in legacy 

module  
 

Upgrade to AES -256, 

migrate legacy data  
Jan 30, 2025  

HIGH -041 

Incomplete input 

validation on API 

endpoints  
 

Extend validation to all 

API methods  
Dec 30, 2024  

 

4.3.  Medium Priority Vulnerabilities - Verification Results  

42 of 48 medium priority vulnerabilities were successfully remediated (87.5% success rate). The 

remaining issues are primarily related to configuration hardening and logging enhancements.  

4.4.  Low Priority Vulnerabilities - Verification Results  

All 16 low priority vulnerabilities were successfully addressed, primarily through configuration 

updates and policy implementations.  

4.5.  Remediation Effectiveness Analysis  

25/25  
Critical Issues 

Resolved  

55/58  
High Priority Issues 

Resolved  

42/48  
Medium Priority 

Issues Resolved  

16/16 
Low Priority Issues 

Resolved  

 

The remediation effectiveness demonstrates excellent progress in addressing identified 

security vulnerabilities. The 89.1% overall success rate exceeds industry benchmarks for large -

scale government systems.  

4.6.  Newly Discovered Issues  

During the validation process, 4 new low -severity issues were identified, primarily related to 

logging and monitoring enhancements. These issues have been documented and included in 

the recommendations section.  

 

Partially Fixed  

Outstanding  

Partially Fixed  
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5. REGRESSION TESTING RESULTS  

5.1. System Functionality Testing  

Comprehensive testing of core NSW system functionality confirmed that remediation activities 

had no negative impact on operational capabilities:  

Function Category  
Test Cases 

Executed  
Pass Rate  Issues Identified  Status  

User Authentication & 

Authorization  
87 100%  0  

Trade Document Processing  156 99.4%  1 (Minor UI issue)   

Payment Integration  43  100%  0  

Reporting & Analytics  67 98.5%  1 (Minor display issue)   

Data Import/Export  29 100%  0  

 

5.2. Performance Impact Assessment  

Performance testing confirmed that security enhancements had minimal impact on system 

performance:  

2.3s  
Average Page Load 

Time (Previous: 2.1s)  

 

847/sec  
Transaction 

Throughput 

(Previous: 852/sec)  

99.7%  
System Availability 

(Previous: 99.5%)  

 

68%  
Peak CPU Utilization 

(Previous: 65%)  

 

 

5.3.  Integration Testing Results  

All external system integrations were tested to ensure continued functionality:  

 Nigerian Customs Service (NCS) Integration:  100% successful transaction processing  

 Central Bank of Nigeria (CBN) Payment Gateway:  All payment types processed 

successfully  

 Nigerian Ports Authority (NPA) Systems:  Real -time data synchronization confirmed  

 Third -party Logistics Providers:  API integrations functioning normally  

Pass  

Pass  

Pass  

Pass  

Pass  
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5.4.  User Access and Authentication Testing  

Enhanced authentication and authorization controls were thoroughly tested:  

Test Category  Test Scenarios  Results  
Security 

Enhancement  

Multi -factor 

Authentication  

Login with SMS, 

Email, Hardware 

tokens  

100% success rate  
MFA now mandatory 

for admin users  

Role -based Access 

Control  

Permission validation 

across all user roles  

No unauthorized 

access detected  

Granular permissions 

implemented  

Session 

Management  

Session timeout, 

concurrent session 

limits  

All controls 

functioning properly  

Dynamic session 

timeout based on 

user activity  

Password Policy  

Password 

complexity, history, 

rotation  

Policy enforced 

successfully  

Enhanced complexity 

requirements  

 

5.5.  Data Integrity Verification  

Comprehensive data integrity checks confirmed that security enhancements preserved data 

accuracy and consistency:  

 Transaction Data:  100% integrity maintained across 50,000+ test transactions  

 User Data:  No data corruption detected in user profile or preference data  

 Audit Logs:  Enhanced logging captures all required security events  

 Backup/Recovery:  Backup integrity verified, recovery procedures tested successfully  
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6. SECURITY POSTURE 
ASSESSMENT  
 

6.1. Pre -Remediation Security Baseline  

The initial security assessment (LOTs 1 -3) established the following baseline security posture:  

Security Domain  Initial Score  Risk Level  Key Issues  

Network 

Security  
6.2/10 High  

Open ports, weak firewall rules, unencrypted 

protocols  

Application 

Security  
5.8/10  High  

Input validation flaws, authentication 

bypasses, XSS vulnerabilities  

Data Protection  5.4/10 High  
Unencrypted data at rest, weak access 

controls, insufficient backup encryption  

Access 

Management  
6.0/10 High  

Weak password policies, no MFA, excessive 

privileges  

Monitoring & 

Logging  
4.9/10 Critical  

Insufficient logging, no SIEM integration, 

poor incident response  

 

Overall Security Maturity:  Level 2 (Developing) - 5.7/10 

6.2. Post -Remediation Security Status  

Following successful remediation activities, the security posture has significantly improved:  

Security Domain  
Current 

Score  
Risk Level  

 

Improvements Implemented  

Network 

Security  
8.7/10 Low  

Firewall hardening, port closure, TLS 1.3 

implementation  

Application 

Security  
8.9/10  Low  

Input validation, secure coding practices, 

vulnerability patching  

Data Protection  
 

8.4/10  

 

Low  

AES -256 encryption, secure key 

management, encrypted backups  

Access 

Management  
8.6/10  Low  

MFA implementation, RBAC, privileged 

access management  

Monitoring & 

Logging  
7.8/10 Medium  

Enhanced logging, SIEM integration, 

automated alerting  

 

Overall Security Maturity:  Level 4 (Managed) - 8.5/10  
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6.3.  Security Maturity Improvement Analysis  

+49%  
Overall Security 

Score Improvement  

 

2 Levels  
Security Maturity 

Advancement  

 

-78%  
High -Risk 

Vulnerabilities 

Reduced  

94%  
Regulatory 

Compliance 

Achievement  

 

6.4.  Risk Reduction Metrics  

Quantitative analysis of risk reduction achieved through remediation activities:  

Risk Category  Pre -Remediation  
Post -

Remediation  

Risk 

Reduction  
Residual Risk  

Data Breach Risk  High (8.2/10)  Low (2.1/10) 74%  Acceptable  

System Compromise 

Risk  
High (7.9/10)  Low (1.8/10) 77%  Acceptable  

Service Disruption Risk  Medium (5.6/10)  Low (1.9/10) 66%  Acceptable  

Compliance Risk  High (7.2/10)  Low (2.3/10)  68%  Acceptable  

 

6.5.  Compliance Alignment Status  

Assessment of compliance with applicable Nigerian and international standards:  

 Nigerian Data Protection Regulation (NDPR):  96% compliant (up from 67%)  

 NITDA Cybersecurity Guidelines: 94% compliant (up from 61%)  

 ISO/IEC 27001:2013:  89% aligned (up from 54%)  

 Central Bank of Nigeria Cybersecurity Framework: 91% compliant (up from 58%)  
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7. DETAILED FINDINGS AND 

EVIDENCE  
 

7.1. Successfully Remediated Vulnerabilities  

This section provides detailed evidence of successful vulnerability remediation across all 

priority levels.  

Critical Vulnerability Examples  

SQL Injection Remediation (CRIT -001) 

Original Finding: SQL injection vulnerability in user login function allowedunauthorized 

database access.  

Remediation Applied: Implemented parameterized queries, input validation, and stored 

procedures.  

Verification Evidence:  Extensive injection testing with 500+ payloads confirmed vulnerability 

elimination. Code review verified secure implementation.  

Post -Remediation Risk: Eliminated  

 

Remote Code Execution Fix (CRIT -002)  

Original Finding:  File upload functionality allowed execution of malicious scripts.  

Remediation Applied:  File type validation, content scanning, sandboxed execution 

environment.  

Verification Evidence:  Upload testing with malicious files confirmed proper filtering and 

sandboxing.  

Post -Remediation Risk:  Eliminated  
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7.2. Partially Remediated Issues  

Seven vulnerabilities across high and medium priority categories require additional remediation 

efforts:  

Issue ID  Description  Current Status  Remaining Work  Timeline  

HIGH -012 
Session timeout 

configuration  

Basic timeout 

implemented  

Dynamic timeout 

based on user activity  
2 weeks  

HIGH -041 
API input 

validation  

Primary endpoints 

secured  

Extend validation to 

legacy endpoints  
3 weeks  

MED -018 
Audit log 

retention  
Logging enhanced  

Implement automated 

archival  
4 weeks  

 

7.3. Outstanding Vulnerabilities  

Nine vulnerabilities require extended remediation timelines due to technical complexity or 

operational constraints:  

High Priority Outstanding Issue  

HIGH -027:  Legacy encryption algorithm in document processing module  

Risk:  Potential cryptographic weakness in archived documents  

Remediation Plan:  Upgrade to AES -256, migrate existing encrypted data  

Timeline:  8-10 weeks (requires system downtime)  

Mitigation:  Additional network controls implemented to reduce exposure  

 

7.4. Configuration Improvements  

Significant security configuration enhancements were implemented across all system 

components:  

 Web Server Hardening:  Removed unnecessary modules, implemented secure headers, 

updated TLS configuration  

 Database Security:  Enabled encryption at rest, implemented connection encryption, 

configured audit logging  

 Network Security:  Firewall rule optimization, network segmentation, intrusion detection 

system deployment  
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 Operating System Security:  Patch management, service hardening, file system 

permissions  

7.5. Security Control Enhancements  

New security controls implemented to strengthen the overall security posture:  

Control 

Category  
Enhancement  

Implementation 

Status  
Effectiveness  

Access Control  
Multi -factor 

Authentication   
99.7% login security 

improvement  

Data 

Protection  
End -to-end Encryption   

100% data transmission 

secured  

 

Monitoring  

Security Information and 

Event Management (SIEM)   
Real -time threat detection 

active  

Incident 

Response  

Automated Response 

System   
Response time reduced by 

65%  

 

 

8.  SECURITY BEST PRACTICES 

IMPLEMENTATION  
 

8.1. Patch Management Process Review  

A comprehensive patch management framework has been established to ensure timely and 

effective security updates:  

Patch Management Workflow  

1. Vulnerability Identification: Automated scanning and vendor notifications  

2. Risk Assessment:  CVSS scoring and business impact analysis  

3. Testing: Patches tested in isolated environment  

4. Deployment: Staged rollout with rollback capability  

5. Verification: Post -deployment validation and monitoring  

 

 

 

 

 

Deployed  

Deployed  

Deployed  

Deployed  
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Patch Management SLAs  
 

Critical Patches:  48 hours from release  

High Priority Patches:  7 days from release  

Medium Priority Patches:  30 days from release  

Low Priority Patches:  Next maintenance window  

 

8.2.  Change Management Integration  

Security considerations have been integrated into the existing change management process:  

Change Type  

Security 

Review 

Required  

Approval 

Authority  

Testing  

Requirements  

 

Change Type  

Emergency 

Security 

Patches  

Post -

implementation 

review  

CISO or 

delegate  

Minimal testing 

acceptable  

Emergency 

Security 

Patches  

Standard 

Security 

Updates  

Pre -

implementation 

security review  

Change 

Advisory Board  

Full regression 

testing required  

Standard 

Security 

Updates  

System 

Configuration 

Changes  

 

Security impact 

assessment  

Technical Lead 

+ Security 

Team  

Security -focused 

testing  

System 

Configuration 

Changes  

New Feature 

Deployments  

Comprehensive 

security review  

Change 

Advisory Board  

Full security testing 

cycle  

New Feature 

Deployments  

 

8.3.  Security Configuration Standards  

Standardized security configurations have been implemented across all system components:  

Web Server Configuration Standards  

 TLS 1.3 minimum encryption standard  

 HTTP Strict Transport Security (HSTS) enabled  

 Content Security Policy (CSP) implemented  

 X -Frame -Options and X -Content -Type -Options headers configured  

 Unnecessary HTTP methods disabled  
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Database Security Standards  

 Transparent Data Encryption (TDE) enabled for all databases  

 Database firewall configured with whitelist approach  

 Privileged account monitoring and auditing  

 Regular backup encryption verification  

 Database activity monitoring (DAM) implementation  

 

8.4.  Monitoring and Logging Enhancements  

Comprehensive monitoring and logging capabilities have been implemented to support 

security operations:  

50+ TB  
Daily Log Volume 

Processed  

24/7  
Security Operations 

Center Monitoring  

15 min 
Average Incident 

Detection Time  

99.9%  
Log Collection 

Reliability  

 

Enhanced Logging Coverage  

Log Category  Sources  
Retention 

Period  

Real -time 

Monitoring  

Security Events  All systems, applications, network devices  7 years  Yes  

System Access  Servers, databases, applications  3 years  Yes  

Network Traffic  Firewalls, routers, switches  1 year Selective  

Application Events  Web applications, APIs, services  3 years  Yes  

 

8.5.  Incident Response Readiness  

A comprehensive incident response capability has been established with clear procedures and 

escalation paths:  

Incident Response Team Structure  

 Incident Commander:  Overall incident coordination and communication  

 Technical Lead:  Technical investigation and remediation activities  

 Communications Lead:  Stakeholder communication and public relations  
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 Legal/Compliance Lead:  Regulatory notification and legal implications  

 Business Continuity Lead:  Business impact assessment and continuity planning  

 

9. TRAINING AND KNOWLEDGE 
TRANSFER  
 

9.1. Security Awareness Training Program  

A comprehensive security awareness program was delivered to all NSW system stakeholders:  

Training Module  Target  Audience  Duration  Participants  
Completion 

Rate  

General Security Awareness  All users  2 hours  127 98.4%  

Phishing Prevention  All users  1 hour 127 100%  

Data Protection & Privacy  Data handlers  3 hours  89  96.6%  

Incident Response Procedures  Technical staff  4 hours  34  100%  

 

9.2. Administrator Training Sessions  

Specialized training was provided to system administrators covering advanced security topics:  

Administrator Training Modules  

 Secure System Configuration: Hardening guidelines and implementation procedures  

 Vulnerability Management: Scanning, assessment, and remediation processes  

 Log Analysis and SIEM Operation: Security monitoring and incident detection  

 Access Control Management: User provisioning, role management, and audit procedures  

 Backup and Recovery Security:  Secure backup procedures and recovery testing  

 

Administrator Certification Requirements  
All system administrators are required to complete certification within 90 days of training 

completion. Recertification is required annually with updated training  

modules covering emerging threats and technologies.  
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9.3.  Developer Security Training  

Secure development lifecycle training was provided to development team members:  

Training Topic  Content Coverage  
Practical 

Exercises  
Assessment  

Secure Coding 

Practices  

OWASP Top 10, input 

validation, output encoding  

Code review 

exercises  

Practical 

coding test  

Authentication & 

Authorization  

OAuth, JWT, session 

management, RBAC  

Implementation 

scenarios  

 

Design review  

Cryptography 

Implementation  

Encryption algorithms, key 

management, PKI  

Encryption 

implementation  

 

Technical 

assessment  

API Security  
REST security, GraphQL, 

API gateways  

API security 

testing  

Vulnerability 

assessment  

 

9.4.  End -User Security Awareness  

General security awareness training was delivered to all NSW system end -users:  

Key Training Outcomes  

92%  
Phishing Simulation 

Pass Rate  

87%  
Password Policy 

Compliance  

98%  
Security Incident 

Reporting Accuracy  

95%  
Data Handling 

Compliance  

 

9.5.  Training Materials and Documentation  

Comprehensive training materials and documentation have been developed and delivered:  

Documentation Deliverables  

 Security Operations Manual:  150-page comprehensive guide covering all security 

procedures  

 Incident Response Playbooks:  Step -by-step procedures for 15 common incident types  

 Quick Reference Guides:  Laminated cards covering emergency procedures and contacts  

 Video Training Library:  25 instructional videos covering key security topics  

 Online Learning Portal:  Interactive training modules with progress tracking  
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Training Program Sustainability  
A sustainable training program has been established with quarterly refresher sessions, 

annual comprehensive updates, and ongoing threat awareness communications. Training 

effectiveness is measured through regular assessments  

and simulated security incidents.  

 

10. RECOMMENDATIONS AND 

ROADMAP  
 

10.1. Immediate Actions Required (0 -30 days)  

Critical actions that must be completed within the next 30 days to maintain security posture:  

Priority 1 - Critical Actions  
 

1. Complete MFA Rollout:  Extend multi -factor authentication to all remaining user 

accounts (completion by Dec 15, 2024)  

2. Patch Legacy Encryption:  Begin migration planning for HIGH -027 encryption upgrade  

3. Enhance Session Management:  Implement dynamic session timeout for HIGH -012 

4. API Validation Completion:  Extend input validation to all API endpoints (HIGH -041) 

5. Security Monitoring Calibration:  Fine -tune SIEM rules to reduce false positives by 40%  

 

10.2. Short -term Recommendations (1 -3 months)  

Strategic improvements to be implemented over the next quarter:  

Recommendation  Business Justification  
Estimated 

Effort  
Expected ROI  

Implement Zero 

Trust Architecture  

Enhanced security posture, 

reduced attack surface  

8-10 

weeks  

60% reduction in 

lateral movement risk  

Deploy Advanced 

Threat Detection  

Proactive threat hunting, 

improved detection capabilities  
4-6 weeks  

50% faster threat 

detection  

Enhance Data Loss 

Prevention  

Protect sensitive trade data, 

regulatory compliance  
6-8 weeks  

90% reduction in data 

exfiltration risk  
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Implement Security 

Orchestration  

Automated incident response, 

reduced MTTR  

8-12 

weeks  

70% reduction in 

incident response 

time  

 

10.3. Medium -term Recommendations (3 -6 months)  

Strategic initiatives for sustained security improvement:  

 Cloud Security Enhancement:  Implement cloud -native security controls and monitoring  

 Advanced Analytics Implementation: Deploy machine learning -based threat detection  

 Security Architecture Review: Comprehensive review and optimization of security 

architecture  

 Third -party Risk Management:  Implement vendor security assessment and monitoring 

program  

 Business Continuity Enhancement: Advanced disaster recovery and business continuity 

capabilities  

 

10.4. Long -term Security Strategy (6+ months)  

Strategic vision for NSW security evolution:  

Strategic Pillars  

1. Adaptive Security Architecture  

Evolution toward self -healing and adaptive security systems that automatically respond 

to emerging threats and changing business requirements.  

2. Intelligence -Driven Security  

Integration of threat intelligence, behavioral analytics, and predictive security capabilities 

to proactively address emerging threats.  

3. Security -by -Design  

Embedding security considerations into all system development and operational  

processes through secure development lifecycle integration.  

4. Regulatory Leadership  

Positioning NSW as a model for cybersecurity excellence in Nigerian government 

systems through continuous compliance and best practice adoption.  
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10.5. Continuous Improvement Framework  

Establishment of ongoing security enhancement processes:  

Process  Frequency  Scope  Success Metrics  

Vulnerability 

Assessments  
Quarterly  

Full system scan and 

manual testing  

<5 high -risk vulnerabilities 

per quarter  

Penetration Testing  Bi-annually  
External and internal 

testing  

No critical vulnerabilities 

identified  

 

Security Training  

 

Quarterly  

All system users and 

administrators  

>95% completion rate, 

>90% assessment pass 

rate  

Compliance 

Assessment  
Annually  

All applicable regulations 

and standards  

 

>95% compliance score  

Security Architecture 

Review  

 

Annually  

Complete security 

architecture assessment  

 

Security maturity level 

advancement  
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11. COMPLIANCE AND REGULATORY 

ALIGNMENT  
 

11.1. NDPR Compliance Status  

The Nigerian Data Protection Regulation (NDPR) compliance has been significantly improved 

through remediation activities:  

NDPR  

Requirement  
Pre -Remediation Status  

 

Current Status  

Compliance 

Level  

Data Protection 

Impact Assessment  
Incomplete  

Completed and 

documented   

Consent 

Management  
Basic implementation  Enhanced with audit trails   

Data Subject Rights  Partially implemented  
Fully automated 

processes   

Data Breach 

Notification  
Manual processes  

Automated detection and 

notification   

Data Retention and 

Disposal  
Inconsistent policies  

Automated lifecycle 

management   

Cross -border Data 

Transfer  
Limited controls  

Enhanced monitoring and 

controls   

 

Overall NDPR Compliance:  96% (up from 67%)  

 

11.2. Nigerian Cybersecurity Policy Alignment  

Alignment with the Nigerian National Cybersecurity Policy Framework has been achieved 

through implementation of required security controls:  

Key Policy Requirements Met  

Critical National Information Infrastructure (CNII) Protection: NSW designated as CNII with 

appropriate security controls  

 Incident Response and Management:  24/7 SOC established with CERT -NG integration 

capabilities  

 Cybersecurity Awareness:  Comprehensive training program delivered to all stakeholders  

 Public -Private Partnership:  Collaboration framework established with private sector 

security vendors  

 Regulatory Compliance:  Continuous monitoring and reporting to regulatory authorities  

100%  

98%  

100%  

95%  

92%  

94%  
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11.3. NITDA Guidelines Compliance  

Compliance with National Information Technology Development Agency (NITDA) cybersecurity 

guidelines has been validated:  

NITDA  

Guideline  
Requirement  

Implementation 

Status  
Evidence  

Access 

Control 

Framework  

Multi -factor 

authentication for 

privileged access  
 

MFA deployment logs 

and configuration  

Encryption 

Standards  

AES -256 for data at rest 

and in transit   

Encryption audit reports 

(legacy system upgrade 

pending)  

Security 

Monitoring  

Continuous monitoring 

with SIEM   
SIEM deployment and 

monitoring reports  

Vulnerability 

Management  

Regular vulnerability 

assessments   
Quarterly assessment 

schedules and reports  

 

Incident 

Response  

Documented IR 

procedures and team   
IR playbooks and team 

roster  

 

Overall NITDA Compliance:  94% (up from 61%)  

 

11.4. ISO/IEC 27001 Readiness  

Progress toward ISO/IEC 27001:2013 certification has been significant, with 89% of required 

controls now implemented:  

89%  
Controls 

Implemented  

114/127 
Annex A Controls 

Satisfied  

Q2 2025  
Estimated 

Certification Date  

13 
Controls in  

Progress  

 

 

 

 

ISO 27001 Control Domain Status  

Implemented  

Partially Implemented  

Implemented  

Implemented  

Implemented  
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Control Domain  
Total  

Controls  
Implemented  

In 

Progress  

Compliance  

%  

A.5 Information Security Policies  2 2 0 100%  

A.6 Organization of Information 

Security  
7 7 0 100%  

A.9 Access Control  14 13 1 93%  

A.10 Cryptography  2 1 1 50%  

A.12 Operations Security  14 12 2 86%  

A.14 System Acquisition, Development  13 10 3 77%  

 

12. PROJECT DELIVERABLES  

12.1. Technical Documentation  

Comprehensive technical documentation has been delivered as part of the LOT 4 engagement:  

Document  Pages  Format  Delivery Date  

Final Security Validation Report (this document)  180 PDF, DOCX  Nov 28, 2024  

Detailed Vulnerability Re -test Results  95 PDF, Excel  Nov 25, 2024  

Regression Testing Report  67 PDF, DOCX  Nov 22, 2024  

Security Operations Manual  150 PDF, DOCX  Nov 20, 2024  

Security Architecture Documentation  88  PDF, Visio  Nov 18, 2024  

Incident Response Playbooks (15 scenarios)  125 PDF  Nov 20, 2024  

 

12.2. Test Reports and Evidence  

All testing activities are supported by comprehensive evidence and documentation:  

 Vulnerability Scan Reports:  147 individual scan reports with before/after comparisons  

 Penetration Test Evidence:  Screenshots, logs, and exploit demonstrations for verification  

 Regression Test Results:  382 test case results with pass/fail status and evidence  

 Security Tool Configurations:  Complete configuration documentation for all tools used  

 Log Analysis Reports:  Security event analysis covering the entire testing period  
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12.3. Training Materials  

Comprehensive training materials have been developed and delivered:  

Training Material  Type  Quantity  
Target 

Audience  

General Security Awareness 

Presentation  
PowerPoint  1 (75 slides)  All users  

Administrator Training Modules  Interactive e -learning  8 modules  
System 

administrators  

Developer Security Training  Video + Hands -on labs  12 sessions  
Development 

team  

Incident Response Quick 

Reference  
Laminated cards  150 copies  Technical staff  

Security Best Practices Guide  PDF booklet  
Digital 

distribution  
All stakeholders  

 

12.4. Security Policies and Procedures  

Updated security policies and procedures have been delivered:  

 Information Security Policy:  Comprehensive organizational security policy (45 pages)  

 Access Control Policy:  User access management and authorization procedures (32 pages)  

 Incident Response Procedures:  Detailed procedures for 15 incident types (125 pages)  

 Change Management Procedures:  Security -integrated change management process (28 

pages)  

 Data Protection Policy:  NDPR -compliant data handling procedures (38 pages)  

 Acceptable Use Policy:  User responsibilities and acceptable system usage (15 pages)  

 

12.5. Knowledge Base Articles  

A comprehensive security knowledge base has been established with 87 articles covering:  

Knowledge Base Categories  

 

 Security Configuration Guidelines (23 articles) Troubleshooting Common Security Issues 

(18 articles)  

 Security Tool Usage Instructions (15 articles)  

 Threat Intelligence and Response (12 articles)  

 Compliance and Regulatory Guidance (19 articles)  
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13. LESSONS LEARNED  

13.1. Project Successes  

Key success factors that contributed to the effective completion of LOT 4:  

Technical Successes  

 Comprehensive Remediation Coverage:  89.1% remediation success rate exceeded target 

of 85%  

 Zero Critical System Impact:  All remediation activities completed without service 

disruption  

 Enhanced Security Posture:  Security maturity improved from Level 2 to Level 4 in 10 weeks  

 Effective Collaboration:  Strong partnership between Omniswift, FIRS IT team, and system 

vendors  

 

Operational Successes  

 On -time Delivery:  All project milestones completed on schedule  

 Knowledge Transfer:  127 stakeholders trained with 98% satisfaction rating  

 Documentation Quality:  Comprehensive documentation delivered exceeding requirements  

 Stakeholder Engagement:  Regular communication maintained transparency throughout 

project  

 

13.2. Challenges Encountered  

Challenges faced during the LOT 4 engagement and how they were addressed:  

Challenge  Impact  Resolution  Outcome  

Legacy System 

Integration  

Delayed remediation of 

encryption 

vulnerabilities  

Phased migration 

approach with interim 

controls  

Risk mitigated, full 

remediation 

scheduled Q1 2025  

Third -party 

Vendor 

Dependencies  

Delays in API security 

enhancements  

Direct engagement with 

vendors, escalation 

procedures  

Majority of issues 

resolved, 3 items 

outstanding  

 

Resource 

Availability  

Limited access to 

production systems 

during peak hours  

Testing scheduled 

during maintenance 

windows  

All testing completed 

with minimal 

operational impact  
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Complex 

Regulatory 

Requirements  

Interpretation of 

conflicting regulatory 

guidance  

Consultation with legal 

team and regulators  

Clear compliance 

pathway established  

 

13.3. Best Practices Identified  

Best practices identified during the engagement that should be continued:  

Security Validation Best Practices  

 

1. Staged Remediation Approach: Prioritize critical and high -risk vulnerabilities first, 

followed by systematic addressing of lower -priority issues  

2. Comprehensive Documentation: Maintain detailed records of all testing activities, 

findings, and remediation steps  

3. Continuous Communication: Regular stakeholder updates ensure alignment and rapid 

issue resolution  

4. Automated Testing Integration: Leverage automation for regression testing to improve 

efficiency and coverage  

5. Knowledge Transfer Focus:  Prioritize training and documentation to ensure long -term 

security sustainability  

 

13.4. Process Improvements  

Recommended improvements to security validation processes for future engagements:  

 Earlier Vendor Engagement:  Engage third -party vendors at project initiation to reduce 

dependency delays  

 Extended Testing Windows:  Allocate additional time for complex remediation validation  

 Enhanced Automation:  Increase use of automated testing tools to improve efficiency and 

repeatability  

 Integrated Development Environment:  Establish dedicated testing environment that 

mirrors production  

 Continuous Validation:  Implement ongoing validation rather than periodic assessments to 

catch issues earlier  
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14. CONCLUSION  

14.1. Overall Assessment  

The LOT 4 Security Validation and Post -Testing Remediation engagement has been highly 

successful in validating and enhancing the security posture of the National  

Single Window system. Key achievements include:  

Achievement Summary  

 

 Remediation Validation:  131 of 147 vulnerabilities (89.1%) successfully remediated and 

verified  

 Security Improvement:  Overall security score increased from 5.7/10 to 8.5/10 (49% 

improvement)  

 Risk Reduction:  High -risk vulnerabilities reduced by 78%, bringing residual risk to 

acceptable levels  

 Compliance Achievement:  94% compliance with applicable Nigerian regulations  

 Zero System Impact:  All remediation activities completed without service disruption or 

data loss  

 Comprehensive Training:  127 stakeholders trained with 98% satisfaction rating  

 

14.2. Security Readiness Status  

Based on comprehensive testing and validation activities, the NSW system security readiness is 

assessed as:  

READY  
Production 

Deployment Status  

8.5/10  
Overall Security 

Score  

Level 4  
Security Maturity 

(Managed)  

Low  
Residual Risk  

Level  

 

Production Readiness Conclusion:  The National Single Window system is ready for production 

deployment from a security perspective, with remaining vulnerabilities scheduled for 

remediation within defined timelines and appropriate compensating  controls in place.  
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14.3. Final Recommendations  

To maintain and enhance the security posture achieved, the following final recommendations 

are provided:  

Critical Success Factors for Ongoing Security  

 

1. Complete Outstanding Remediations:  Address 16 remaining vulnerabilities within 

scheduled timelines (30 -90 days)  

2. Maintain Security Operations:  Ensure 24/7 SOC operations with adequate staffing and 

resources  

3. Continue Training Programs:  Deliver quarterly security awareness training to all 

stakeholders  

4. Implement Continuous Monitoring:  Deploy automated continuous security validation 

and monitoring  

5. Conduct Regular Assessments:  Perform quarterly vulnerability assessments and annual 

penetration testing  

6. Enhance Incident Response:  Regularly test and update incident response procedures 

through simulated exercises  

7. Maintain Compliance:  Continuously monitor and maintain regulatory compliance 

through regular audits  

8.  Foster Security Culture:  Promote security awareness and accountability across all levels 

of the organization  

 

 

 

 

 

 

 

 

 

 

 

 



 

Page  38   
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15. APPENDICES  

Appendix A: Detailed Vulnerability Re -test Results  

Complete vulnerability re -testing results for all 147 vulnerabilities are provided in the separate 

document "LOT4_Vulnerability_Retest_Results_Detailed.xlsx" (delivered November 25, 2024).  

The detailed results include:  

 Original vulnerability ID and description  

 Initial risk rating and CVSS score  

 Remediation actions taken  

 Re -testing methodology and tools used  

 Verification results with supporting evidence  

 Current risk status and recommendations  

 

Appendix B: Regression Test Cases and Results  

Complete regression testing documentation including 382 test cases is available in 

"LOT4_Regression_Testing_Report.pdf" (delivered November 22, 2024).  

Appendix C: Security Tools Configuration  

Detailed configuration documentation for all security tools used during the engagement:  

 Tenable Nessus Professional - Scanning policies and configurations  

 Burp Suite Professional - Project configurations and scan settings  

 OWASP ZAP - Testing profiles and automation scripts  

 Metasploit Framework - Custom modules and exploitation configurations  

 SIEM Platform - Log sources, parsing rules, and correlation policies  

 

Appendix D: Training Session Records  

Training attendance records, assessment results, and participant feedback:  

 Participant attendance lists for all training sessions  

 Pre - and post -training assessment scores  

 Training effectiveness evaluation results  

 Participant feedback and suggestions for improvement  
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Appendix E: Glossary of Terms  

Term  Definition  

AES  Advanced Encryption Standard - symmetric encryption algorithm  

API  Application Programming Interface  

CERT -NG  Computer Emergency Response Team - Nigeria  

CVSS  Common Vulnerability Scoring System  

MFA  Multi -Factor Authentication  

NDPR  Nigerian Data Protection Regulation  

NITDA  National Information Technology Development Agency  

NSW  National Single Window  

RBAC  Role -Based Access Control  

SIEM  Security Information and Event Management  

SOC  Security Operations Center  

TLS  Transport Layer Security  

XSS  Cross -Site Scripting  

 

Appendix F: References and Standards  

Regulatory References:  

 Nigerian Data Protection Regulation (NDPR) 2019  

 National Cybersecurity Policy and Strategy (NCPS) 2021  

 NITDA Framework for Cybersecurity Audits 2020  

 Central Bank of Nigeria Cybersecurity Framework 2018  

 

Industry Standards:  

 ISO/IEC 27001:2013 - Information Security Management Systems  

 ISO/IEC 27002:2013 - Code of Practice for Information Security Controls  

 NIST Cybersecurity Framework v1.1  

 OWASP Testing Guide v4.2  

 PCI DSS v3.2.1 - Payment Card Industry Data Security Standard  
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Technical References:  

 CIS Controls v8 - Center for Internet Security  

 SANS Top 25 Most Dangerous Software Errors  

 MITRE ATT&CK Framework  

 Common Vulnerability Scoring System (CVSS) v3.1  
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